«Hacrpoiika, 00HOBIIEHHE ¥ KOHQUTYPALKSA ONMEPALMOHHEIX CUCTEM

I. ITacmopr O0pa3oBaTe/ibHOI MPOrpaMMBbI

Bepcns nporpamMmbI

1

Mara Bepcun

14.10.2020

1. Cgenenns o IIpoBaiizepe

1.1 | IlpoBaiinep rocyJapcTBEHHOE aBTOHOMHOE NpodeccroHaNbHOe
obpasoBatensHoe yupexaeHne «OpeHOyprekuil KoemK
9KOHOMMKH M HH(POPMATUKHY

1.2 | JloroTun obpa3oBarenbHOM

OpraHu3aUuu

1.3 | Ilposaiinep MHH 5610046887

1.4 | OTrBeTcTBEHHBIH 3a [InotHukoBa FOnus AnexcanaposHa

nporpammy ®HUO

1.5 | OTBeTcTBEeHHBIH IlpenonaBarens

JOJDKHOCTD
1.6 | OreercTBeHHblit Tenedon | +79619209657
1.7 | OrercTBeHHbIH E-mail Jjuliaplotnikov@yandex.ru

2. OcHoBHble [lanHbIE

Ne

HasBanue

Onucanue

2.1

Hazpanue nporpaMmel

Hacrpoiika, OOHOBIIEHHE u

ONEpallMOHHBIX CUCTEM

KOH(pUrypauus

2.2 | Ccbuika Ha CTpaHMLY MpOrpamMMbl https://covde.oksei.ru/user/view.php?id=5&course=167

2.3 | ®opmar oOyyeHus Onnaiin

IIporpamma peanu3yeTcss NOCPENCTBOM aJANTUBHOIO
obyuarowiero kommiuekca «KioueBble KOMMETEHLIMH
uudpoBoit ocHoBe 1C-Butpukc:
BHYTPEHHHI NnopTaJl y4eOHOro 3aBeaeHHS.

[Noareepsxaenue ot OO Hanuuus
BO3MOXKHOCTH peaJlu3aLiu
00pa3oBaTeNbHOM MPOrpaMMmBbl ¢
NpUMEHEHHEM DJIEKTPOHHOIO
00y4eHus U (UIK) AUCTAHUHOHHBIX
obpa3zoBarenbHbIX TEXHOJIOrHH C

OKOHOMHKH»  Ha




BO3MO>KHOCTBIO Mepenayun JaHHbIX B
¢opme 311eMEeHTOB LIM(POBOro

crena
2.4 | YpoBeHb CIOXKHOCTH bazoBblii
2.5 | KonuvecTBo akaieMuyeckux 4acop | 72
ITpakTHKOOPUEHTUPOBAHHBIM IMporpamma HOCHT NPaKTUKOOPHEHTUPOBAHHBIM
xapakTep o0pa3oBaTeNbHOM XapakTep:  BBIMOJHEHHI)  MPAKTHYECKUX  3aHATHH
nporpaMmsl: He MeHee 50 % otBeaeHo 60 % TpynoeMKOCTH yuyeOHOM NeaTeNbHOCTH;
TPYIOEMKOCTH y4eOHOM BBIMOJIHEHUIO ~ NPAKTHYECKUX 3aJaHU B  pEXHUME
JIeSTeIbHOCTH OTBEEHO CaMOCTOATENbHOM paboThl — 4 yaca.
NPAKTHYECKUM 3aHATUAM U (UJTH)
BBIMOJTHEHUIO MPAKTHYECKHUX
3aJaHUH B peXxuMe
CaMOCTOSTENbHOM paboThl (KOJ-BO
aKageMHU4eCKHX 4acoB)
2.6 | CroumocTb 0OyueHHs OJHOrO https://dpo.online/retraining/sistemnoe-
o0yuarolerocs no administrirovanie/
obpazoBaTesbHOM Mporpamme, a
TaKoKe NpefocTaBieHue cebllok Ha 3 | https://tritec-education.ru/courses/programma-
(TpM) aHaNOrMYHbIE professionalnoj-perepodgotovki-sistemnyj-administrator/
obOpazoBaTenbHble MPOrpaMMbI
HHBIX OpraHu3alUui, https://orenbs.info/sistemnoe-administrirovanie-i-
OCYILECTBIIAIOWUX 00yYeHue, a1 informaczionnyie-texnologii
OLIEHKH OObEKTUBHOCTH CTOMMOCTH
WM 000CHOBaHHE YHUKATbHOCTH https://orb.itstep.org/cyber_security
NpeACTaBIEHHON 00pa3oBaTebHOI
NpOrpamMMmBbl B CITy4ae OTCYTCTBHS
aHaJIOrMYHBIX 00pa30BaTENbHBIX 15 000 pyGneii
MporpamMM Ha pbIHKe
00pa3oBaTesbHBIX YCIIyT
2.7 | MuHHMalIbHOE KOJIMYECTBO YesIOBEK | 25
Ha Kypce
2.8 | MakcuManbHOe KOJHYECTBO 100
4eJloBeK Ha Kypce
2.9 | aHHBIE O KOJHUYECTBE CyLIaTeNeH,
paHee YCreIHO NpOoLeImX
oby4eHue no 06pa3oBaTeIbHOM
nporpamMme
2.10 | dopmel aTTecTaUUH HroroBas KOHTpoJbHAs paboTa ¢ BBIMIOJHEHHEM Keiica

VkazaHue Ha 00/1aCTh peanu3alun
KOMITETeHLIMI L1dpoBoii
9KOHOMMKH, K KOTOPOH B OosbLueit
CTENEeHH OTHOCHUTCS
obpa3oBaTesbHas Mporpamma, B
cooTBeTcTBUH ¢ [lepeunem
obnacrei

CucrtemHoe AAMUHHUCTPUPOBAHUE




3. AHHOTaUUs NPOrpaMmMbl

B pesynbrare mpoxoxaeHus oOydeHHs CIIyluaTeid I01ydYaT 3HaHMs, YMEHHS U HaBBIKH,
BOCTpeOOBaHHBIE B IPOGECCHOHATHFHONW HESTENBHOCTH MPH NPOEKTUPOBAHMH JIOKATHHOM
BBIYHCIIUTEIILHON CETH /it GOJIBIIOrO KOJIMYECTBA ITOIb30BATENCH C pa3JeieHueM Ha MPYIIIbL

Hannas mporpamMma HampabiieHa Ha (GOpMHpOBaHueE y Ciywmarenedl npodeccuoHaTbHOMH
KOMIIETEHIIUH:

IIK 1. AIMUHECTPHPOBaHKE JOKAIBHBIX BBIYUCIUTENBHBIX CET€H M NPUHATHE MEp IIO
YCTPaHEHUIO BO3MOXHEIX COOEB.

ITon KoMIeTeHIHEH MOHUMAETCS YMEHHE ONTHMAIBHO aIMHHMCTPUPOBATH JOKAIBHYIO
BBIYHCIIUTENBHYIO CETh C IOMOINBIO CEPBHCOB M CIYX0, a TakKe NPUHUMATH MEPHI IO
YCTPaHEHHIO BO3MOXHBIX COOEB C IIOMOIIBIO BCTPOCHHBIX YTUIIUT ONEPALMOHHBIX CHCTEM.

B pesynerare ocBOeHHS MPOdecCHOHATBHOM KOMIIETEHIIMH OyAyT MONYYSHBI 3HAHUS 110
OCHOBHBIM HAIIPABJICHUAM aIMMHHCTPHPOBAHHUS KOMIIBIOTEPHBIX CETEM U CHOCOOaM yCTaHOBKH
M YOPaBJIECHWS CEPBEPOM; YMEHMS aIMHHHCTPUPOBATH JOKANbHBIE BHIYHCIMTENbHBIE CETH,
co3faBaTh M  KOHQUIYpHpOBAaTh yd4eTHbIE 3alUCH  OTHEIHbHBIX  IIOIB30BAaTeNeH M
IONB30BaTeNbCKUX rpymmn. Ciymarens OBJageeT HAaBBIKAMU [0 YCTaHOBKE M HACTPOMKe
OIICPallMOHHOM CHCTEMBI CepBepa M pabodux craHuuii Windows, HacTpoiike CiyX0 KaTalioros,
HACTPOWKE CETEBBIX CIyXO, ITaHHPOBAaHWIO ¥ Pa3BEPTHIBAHMIO BUPTYANBHBIX MAIIKH,
YIPaBICHHIO Pa3BePTHIBAHUEM BHUPTyalbHBIX MAIlMH, YCTAHOBKE U HACTPOUKE OIEPAIlHOHHOM
CUCTEMBI cepBepa u pabounx cranuuii Windows.

K 0CBOEHHIO IpOrpamMmbl JONYCKAIOTCS JHIA, UMEIOIIKE CpelHee MpodecCHOHANBHOE
WK BEICIIEE 0Opa3oBaHHUE, B 00JIaCTH HHPOPMALMOHHEIX TEXHOIOTHIA.

Pexomenmyercsa mpeaBapHTeNbHOE OCBOCHHE TAKMX NUCUMIUIMH Kak «OmeparuoHHbBIE
cucTeMbl», «IHpOpMaIOHHBIE TEXHOIOTHI .



MHHHCTEPCTBO OBPA30BAHUS OPEHEYPI'CKOM OBJIACTH
IF'OCYIAPCTBEHHOE ABTOHOMHOE ITPO®ECCHUOHAJIbHOE
OBPA3OBATEJIbHOE VUYPEXJIEHUWE
«OPEHBYPI'CKHIA KOJLIEK SKOHOMUKH Yl MHOOPMATHK»
(TATIOY OK3H)
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OBIIAS XAPAKTEPUCTUKA ITPOI'PAMMBI

1. Ilear nporpaMmmsl

Llens IIporpammel - COBEPIIEHCTBOBaHUE y ClIylaTenen
npodecCHOHaNbHBIX  KOMICTeHIMi, B  00JacTd  aIMHHHUCTPUPOBAHMUS
ONEPAllMOHHBIX CHUCTEM B JIOKAJIBHOM BBIYMCIUTEIBHONM CETU C IPUMEHEHHEM
TE€XHOJIOIMH, FapaHTUPYIOIIMNX YCTPaHEHHE BO3MOXKHEIX COOEB.

2. IInaHupyemMble pe3yJIbTaThl O0y4YeHHUsI:

2.1. 3HaHue (0CBENOMIIEHHOCTH B 00JIACTSIX)

2.1.1. ocHOBHEBIE HaNPaBIEHHUS aJMUHUCTPUPOBAHUS KOMITBFOTEPHEIX CETEH.

2.1.2. THIIBI CEPBEPOB, TEXHOJIOTHIO KKIIMEHT-CEPBEPY;

2.1.3. ciocoObl yCTaHOBKY U YIIPaBJICHUS CEPBEPOM.

2.2. YMen#ue (CrIoCOGHOCTB K JIESITENEHOCTH)

2.2.1. afMAHUCTPUPOBATH JIOKAIbHBIE BEIYHUCIUTENLHBIE CETH;

2.2.2. co3gaBaTh U KOH(UIYpPUPOBAaTH VYETHBIE 3allACH OTHEIBHBIX
I10JI30BATENIEH U MTOJIB30BATENbCKUX TPYIIIL.

2.3. HaBpIkH (MCIONB30BaHNE KOHKPETHBIX HHCTPYMEHTOB)

2.3.1 nnaHupoBaHUe U pa3BePThIBAHUE BUPTYAIbHBIX MAIIKH;

2.3.2 ynpaBieHue pa3BepThIBAHHEM BUPTYaIbHBIX MAllUH;

2.3.3. ycTaHOBKA U HaCTpOHKa OIEpalliOHHON CHCTEMBI CEpBEpa M paboumx
crannui Windows;

2.3.4 HacTpoiiKa CeTeBBIX CIIyKO;

2.3.5 HacTpoiika ciyx0 KaTajaoros.

3. Kareropus ciymarenei

ObpazoBanue:

K ocBoeHuro mporpamMMel [JOIYCKAlOTCS JIMLA, WMEIOUIUE CpeIHee
npodeccHoHanpHOe HIM BBICIIEe 0Opa3oBaHWe B 00JacTH HMH(OPMAIMOHHBIX
TEXHOJIOTHH.

Hanuyue onbita mpodeccuoHaIbHOMN NesTebHOCTH: He TpedyeTcs

PexomMenIyeTcs mpeaBapUTeIbHOE OCBOEHHE HHBIX TUCLUIUIMH TAKUX KaK:

— JUCLHMIIIINHA «Onepauuoxmme CHUCTEMBI»,
— JUCITUITIJINHA «I/IH(i)OpMaI_II/IOHHLIe TEXHOJIOTIHUH .



4. VY4yeOHblli NmIaH

NporpaMmal
KOHGUrypauus onepauuoHHBLIX CHCTEM

«HacTpoiika,

O0OHOBJIEHME W

Ne

n/n

Moayasb

Bcero,
yac

Buabl yueOHbIX 3aHATHI

JEeKIH
"

NpaKTHYeCK
ve 3aHATHUS

CaMOCTOSITETbH
as paborta
caylaTess

OsHakoMIIeHHE C
Hyper-V, ESXi.
PaboTa c nporpammoii
VMWare Workstation.

OneparnrioHHbIe
CHUCTEMBI CEMeMCTBa
Linux. O3naxoMiieHue
C IUCTPUOYTUBAMU
Debian u CentOS.
VYcranoBka 1 6a3oBas

KOHGMUTYpaIusl.

OnepanoHHbIe
CHUCTEMBI CEMeHCTBa
Windows.
O3HakoMIIEHHE C
Windows Server 2019.

VYcraHnoBka u 6a3oBas
KOHGUTypausl.

Hacrpoiika cetu.
Paznuuus
KOHQUrypauus
CEeTEeBBIX CITYXkO IS
ONEePALIMOHHBIX CUCTEM
cemerictea Windows u
cemelicTea Linux.
CerteBble YTUIUTHI U
CITYXOBI.

Koundurypanus
CITY>KOBI KaTaJoroB.
Cozpganne
I10JIL30BATENEHN U
TPy 0JIb30BaTale.
Peamuzanmsa
IPyNIOBBIX NOJUTHK.

Crparerus
aBTOMAaTH3alluu padoT
B OITePAITHOHHBIX




CHCTEMaAX.

7 | Peanuszanus cixyxo0 u
IPOTOKOJIOB
yAaJeHHOro JOCTYyIIA.
IleHTp cepruduKarimy.

8 | Kondurypauus VPN.
Peanuzanug 3ammrel 10 2 6 2
JIOCTYTIa K CETH.

9 | Web-cepgep.

Opranuzanus g0cTyna 8 2 6 -
K II0OATTBHBIM CETSIM.
Hrorosas arTectamus 6 KoHTpomnsHas pabora ¢ BEIIIOJTHEHHEM

BBIOpaHHOTO Keiica




5. Kanenaapuvlii
NPOrpaMMbl

njad-rpaguk  peaju3anud  00pa3oBaTeJbLHOM

IeproguanocTs Habopa rpymm (He MeHee | TpyNnbl B MeCSI)

Ne HanmeHoBaHue y4eOHBIX MoOay1eii TpyaoemMkocThb, Cpoxn

n/n (1ac) o0y4yeHusn

1 Osnakomnenue ¢ Hyper-V, ESXi. Pa6ora ¢ 2 01.11.2020-
nporpammoir VM Ware Workstation. 02.11.2020

2 | OnepanyoHHbIe cHCTEMBI ceMeiicTBa Linux. 03.11.2020-
Osnakomnenue ¢ guctpudbytusamu Debian 8 04.11.2020
u CentOS. VcranoBka u  06a3oBas
KOH(UTypanwsl.

3 | OnepaunyioHHBIE  CHCTEMBI  CeMeEMCTBa 05.11.2020
Windows. O3snakomienne ¢ Windows 6
Server 2019. VYcranoBka u 0a3oBad
KOH(uUryparus.

4 | Hacrpoiika cetu. Pasnuuus xondurypaunus 06.11.2020-
CETEBBIX CIIY>K0 IS ONepaIiHOHHEBIX CHUCTEM 3 09.11.2020
cemerictBa Windows u cemeiicrea Linux.

CeTeBble YTHIIUTHI U CITYKOBI.

5 | Kondwurypanus CILyKOBI KaTaJoToB. 10.11.2020
Cosmanue  moms3oBaTeneit W Ipymm 6
monb3oBarane. Peamusanmus rpymnmoBbIX
IIOJIUTHUK.

6 | Crparerus aBroMaTtH3ald  paboT B 6 11.11.2020
ONEPALIMOHHBIX CUCTEMAX.

7 | Peammzamms cinyx6 M NPOTOKONIOB 12.11.2020
yAQJIEHHOTO JOCTyTIA. Lentp 6
cepTU(UKaINH.

8 Kouourypamuss VPN. Peanuzanus 3ammrs 10 13.11.2020-
JIOCTYyIIa K CETH. 18.11.2020

9 | Web-cepeep. Opranmzanus pocryma K 2 19.11.2020-
r7100aJIBHBIM CETSIM. 20.11.2020

10 | MToroBas arrecTarus 6 21.11.2020

Bcero: 72




6. YueGHo-TremaTuyeckmii nian nporpammel «Hacrpoiika, 06HOBJIeHHE
¥ KOH(pHrypanusi onepanHoOHHbIX CHCTEM

Ne
n/

Mopyas/Tema

Bcero
, gac

Buabl y4eOHbIX 3aHATHIA

JCKIH

NPaKTHYECKH
€ 3aHATHS

CaMOCTOSITEIbHAS
pabdora

DopmbI
KOHTPOJIsA

O3Hakomiienue ¢
Hyper-V, ESXi.
Pa6ora c
nporpamMmmon
VMWare
Workstation.

1.1

Buptyanuzanus.
3HaKOMCTBO c
IIpOrpamMMoOi
VMWare
Workstation  Pro
15. Bxmrouenue
Hyper-V.

TectupoBanue

1.2

Vcramoska ESXi
6.0.
IlepBoHavanpHas
HaCTpoMKa.
[lopkmouenne K
ESXi yepes
VMWare unu Be6-

HHTEpEIiC.

1.3

[Tonroroeka
KOMIIBIOTEpa K
Ppa3BEPTHIBAHUIO
BUPTYaJIbHBIX
MamuH. Hyper-V.
Hactpoiika
1apaMeTPOB.

1.4

JlobaBnenue
BUPTYaIbHBIX
mamuH B ESXi.
IToaroroska K
JanpHeHmen
KOH(pHUTypaumu
OTePalHOHHBIX
CHCTEM.

Onepanmnonnsie
CHCTEMBI
cemeiicTBa Linux.
O3Hakomiienne ¢
AMCTPUOYyTHBAMU
Debian u CentOS.
YcranoBka H
0aszoBas
KOHGHUTrypanus.




2.1

Hctopus  Linux.
OCHOBHEBIE
KOMaHIbI IS
OIlepallMOHHBIX
CHUCTEM CeMeMcTBa
Linux.

ITnceMeHHBII

OIpoc

2.2

Kondurypanus
0a30BBIX  CIIYXO,
YCTaHOBKA YTHJIUT
JJIs OIlepallMOHHOM
cucteMbl Debian.

23

Bri6op
JIUCTpUOyTHBA.
VYcranoBka
IucTpuOyTHBa Ha
BUPTYAILHYIO
MAaIlUHY.

24

Konodurypamms
0a30BBIX  CITYXKO,
YCTaHOBKA YTUJIHUT
JJId OIlepallMOHHOM
cuctemsl CentOS.

Onepanuonnbie
CHCTEMBI
ceMeiicTBa
Windows.
O3Hakomienue ¢
Windows Server
2019. VYcranoBka
1| 0aszoBasn
KOH}Urypauus.

3.1

3HaKOMCTBO c
CEMENCTBOM
OTIepaIIHOHHBIX
cuctem Windows.
Otmuung Windows
10 or Windows
Server 2019.
bazoBrle ciryKObL.

ITuceMeHHbBIH

ompoc

3.2

VYcranoBka
OIlEpallMOHHOM
cuctemsl Windows
Server 2019 =Ha
BUPTYAIHHYIO
MamuHy. bazoBas
KOH(UTIyparus
cepBepa.

3.3

YcranoBka
OIlEpallOHHON
cucremsl Windows
10. Bazosas
KOH(uUrypamus

10




KJIMCHTA.

Hacrpoiika cern.
Pazamuns
KOHurypaumst
CeTEBBIX  CJIYXKO
b1y O
OnepauMoOHHbIX
cHUCTEM
cemeiicTBa
Windows u
cemeiicrBa Linux.
CeteBble
YTHJINTBI U
CIIYXKOBI.

4.1

CereBas
KOH(GUrypanus
Windows. Cereas
KOHUrypamus
Linux cucrem.

ITuceMeHHbIH

oIpoc

4.2

Hactpoiika
CETEBBIX CIIyX0
Windows Server.

4.3

Hactpoiixa
CETEBBIX CIIy k0
Linux.

4.4

IIpoBepka
paborocmnocoOHOCT
u HaCTPOEHHBIX
cayx6. Ilouck wu
yCTpaHeHue
HEUCIIPAaBHOCTEH.

Kondurypauus
CITY3KOBI
KaTaJIoroB.
Co3nanme
noJib30Barejel u
rpynn
0JIb30BaTaJIei.
Peanmzauus
rpynnoBbIX
MOJIHTHK.

5.1

Beenenune B
CITY OBl
KaTaJIoroB.
OcHOBHEBIE
TOHSATHS.

ITuceMenHbBII

ompoc

3.2

Hactpoiixa
CITyKOBI KaTajoros
st Linux.

5.3

Hactpoiika
CIIy>kKOBI KaTaJoroB

11




B Windows Server
2019.

Crparerus
aBTOMaTH3aLUH
pador B
onepanMoHHbIX
cHUCTeMax.

6.1

Crparerus
aBTOMAaTHU3aIUH
pabort B
OIlEepaIOHHBIX
CHCTEMaX.

ITucemenHnIit
ompoc

6.2

Hamnucanue
CKpHIITOB,
IIO3BOJISFOLIUX
YIPOCTUTH paboTy
B  OIEpalMOHHBIX
CHCTEMaX.

6.3

IInanupoBanue
IIPOLIECCOB ISt
ABTOMATH3AIIHH.

Peamuzanus
CIyxKO U
NPOTOKO.JI0B
YAAJIeHHOr 0
nocryna. Ilentp
cepTUHKAIH.

7.1

VY nanesHsbIi
JIOCTYTI.
IIpoToxosl,
peanusyrouue
yAaJI€HHBII
JIOCTYTI.

ITuceMeHHbIit
orpoc

7.2

Peanuzanus
YIAJIEHHOTO
JOCTyTIA.
Hactpoiika
ayTEeHTU(DUKAIHH.

7.3

Lentp
ceptudukanmu.

Kondurypauns
VPN. Peanuzauus
3aIMTHI J0CTyNa
K CEeTH.

10

8.1

Texuomorus VPN.
Bunasr VPN.

ITuceMenHbIi
OIpocC

8.2

Peamuzammus VPN
cepBepa B
OIlEpallMOHHOM
cucreme Linux.

8.3

Peanmuzanugs VPN

12




IS Windows
Server 2019.

8.4

ITporpammer VPN-
KIIMEHTa.

8.5

Paznmuuus  mexmy
BUIAMHU VPN.
Pasnuna
HacTpoiiku VPN-
cepBepa.

Web-cepsep.
Opranuzanus
A0CTynAa K
rJ100aJbHBIM
ceTsM.

9.1

Web-cepaep.
OcHOBHEIE
TOHSITHS.

ITuceMmeHnHbIH
ormpoc

9.2

YcranoBka Web-
cepep.  bazoBas
KOH(UTypaIus.

9.3

Pacmupennas
KOHUTypamus
Web-cepsep.

9.4

Opranuzanus
JOCTyTIa K
rI100aNBEHBIM CETSIM

10

Hrorosas
arrecTamus

KoHTtposnbHas
pabota c
BBIMOJHEHHEM
Kelca

13




7. YueOmas (pabouas) mnporpaMma nNOBbIEHMS KBAJH(PUKANMH
«Hacrpoiika, 00HOB/IeHHe H KOH(PUrypauus ONepanHOHHbIX CHCTEM

Paznen 1. Osnaxomnenue ¢ Hyper-V, ESXi. Pa6ora ¢ mporpammoii
VMWare Workstation (8 wacos)

Tema 1.1 Bupryanusanus. 3nakomMcTBO ¢ mporpammoii VMWare
Workstation Pro 15. Bkioyenue Hyper-V (2 yaca)

Conep:xanne Tembl: O3HaKOMIIEHHE C IPOrPAMMHBIM OOECIIeUeHHeM TS
paboTel BO Bpems NpoXOXJeHus Kypca. OCHOBHBIE 31eMeHTHl HHTepdelica
nporpaMMmel. BKIroYeHue BUpTyalu3aluy Ha KOMIIBIOTEDE.

Tema 1.2 VYcranoBka ESXi 6.0. IlepBonauaibHasi HacTpoiika.
Honxarouenne k ESXi uepes VMWare uin BeG-untepdeiic (2 uaca)

Cogep:xanme Tembl: YcranoBka ESXi 6.0. Ha HakomuTenb, C
ucnonb3oBanueM yTuiauthl Rufus. Yceranoska ESXi na cepsep. 3amanue mMeHu
xocta M cereBoro aznpeca. IIposepka momkmouenus k ESXi ¢ mcmosns3oBaHue
VMWare u/unu Be6-Opaysepa.

Tema 1.3 IloaroToBka KOMNbIOTepa K pa3sBepTHIBAHHIO BHPTYAJIbHbIX
mamuH. Hyper-V. Hacrpolika nmapamerpog (2 yaca)

Conepsxanne Tembl: Pabota ¢ Hyper-V. Jlo6aBnenre BUPTyanbHBIX MAIIUH
C yKa3aHHeM paslUYHbIX IMapaMeTpoB KoHQUrypauu. [loqroroBka BUPTYalbHBIX
KOMMYTaTOpOB.

Tema 1.4 Jlo6aBnenne Buptyanbubix mamuH B ESXi. IloaroroBka k
AajbHeied KOH(pUIrypauun onepannoHHbIX cucrem (2 yaca)

Conepxanne Tembl: KoHdHrypauus BHpTyalubHBIX CETEBBIX aJaNTepOB.
[Tonroroska 06pa3oB ONEPalMOHHBIX CHCTEM K HalbHeWINeld yCTaHOBKe Ha
BUPTYaJIbHbIE MAIIIMHEI

Pazgen 2 OnepanuonHbie cucremsbl cemeiictea Linux. O3HakomiieHue ¢
nucTpubyrusamu Debian n CentOS. Ycranoska u 6aszosas kondurypanus (8
4acoB)

Tema 2.1 Hcropus Linux. OcHOBHbIe KOMaHIbI MJISl ONEpPALNHOHHBIX
cucrem cemeiicTrBa Linux (2 yaca)

Conep:xanne Templ: Mctopus passurtust Linux-nuctpubyTrBoB. OCHOBHEIE
KOMaH[e! 11 1ucTpuOyTuBoB Debian u CentOS: Is, man, cd, mkdir, touch, mount,
In, grep u np.

Tema 2.2 Kondurypauus 06a30BbIX ciayxk0, YCTAHOBKA YTHJIHT IJIsf
onepaunonnoi cucremsl Debian (2 yaca)

Conep:kanme Tembl: VYcraHoBka Debian Ha BuUpTyanbHy:0 MalluHY.
3anaHue IMEHH XOCTa, CTaTHIECKOTO ip afpeca. Y CTaAHOBKA OCHOBHBIX YTHIIUT IS
pPaboTHI C ONIEPAIIMOHHOM CHCTEMOM.

Tema 2.3 Bei6op naucTpubyTHBa. YcTaHoBKa AUCTpHOYTHMBAa Ha
BHPTYaJIbHYI0 MalIuHYy (2 4aca)

Copnep:xanune Tembl: Beibop 1ucTpuOyTHBa 171 CAMOCTOSTENBHOM PaGOTHL.
YcTaHoBKa Ha BUPTyaJIbHYIO MaIlIHHY.
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Tema 2.4 Kondurypanus 06a30BbIX CJay:K0, YCTAHOBKA YTHJIMT [IJIst
onepauuonHoi cucremel CentOS (2 yaca)

Conepxanmne Tembl: YcraHoBka CentOS Ha BHPTyalbHYIO MAalldHY.
3ananue MMEHH X0CTa, CTAaTUYECKOro ip anpeca. Y CTaHOBKA OCHOBHBIX YTHIUT IUIS
paboTEI ¢ OIepalMOHHON CHCTEMOIA.

Pazgen 3  Onepaunuonnble cucrembl cemeiictBa  Windows.
Oznaxomienne ¢ Windows Server 2019. VYcranoBka u 6a3oBas
KoH(purypanus. (6 yacon)

Tema 3.1 3nakoMcTBO ¢ ceMeiicTBOM onepauuoHubix cucrem Windows.
Otimunst Windows 10 or Windows Server 2019. Bazosnlie cay:x0b1(2 yaca)

Conep:kanue Tembl: Kpartkas wctopus passutus cemelictea Windows.
Pasnmuums  Windows Server 2019 u Windows 10. OcHoBHBIE CIIyXOBI,
HacTtpauBaeMble Ha Windows Server 2019.

Tema 3.2 YcranoBka onepannonHoii cucrembl Windows Server 2019 na
BHPTya/ibHYI0 MamnHy. bazosas kondurypauus cepsepa (2 uaca)

Copepxxanue Tembl: YcraHoBKa ob6pasa cucremsl Windows Server 2019 Ha
BUPTyallbHYI0 MallMHy. 3aJaHie HMMEHU cepBepa U CTaTHYecKoro ip ampeca.
HoGaBeHre OCHOBHBIX CIIYXO0.

Tema 3.3 YcranoBka onepanuonHoii cucrembl Windows 10. BasoBas
KoH$urypanus kjinenra (2 yaca)

Conepxanue Tembl: YcraHoBka ofOpasa cuctemsl Windows 10 Ha
BUPTYalbHYI0 MallMHy. 3aJaHue HMeHH XocTa. [loaroroBka K MpOBEpKe
HacTpoeHHbIX ciayx0 Ha Windows Server 2019.

Pasnen 4 Hacrpoiika cetu. Pazimmuns kondurypaumsi cereBbIX CiIy:K0
AJisl  omepalMOHHBIX cHcTeM ceMmelcTBa Windows H cemelictBa Linux.
CerteBble yTHIMTHI H CIyKO0bI (8 yacoB)

Tema 4.1 CereBas xonpurypanuss Windows. CereBasi koHpurypauus
Linux cuctem (2 yaca)

Conepxanue Tembl: CeTeBas KOHOUIYpalUs OIEPALMOHHBIX CHCTEM.
Hactpotiika cetn B Debian/CentOS. Hactpoiika cetn Windows.

Tema 4.2 Hacrpoiika ceteBbix cy:x0 Windows Server (2 gyaca)

Copepxanue Tembl: YcraHoBka cimyx0 DNS, DHCP. BazoBas u
paclIMpeHHast HACTPOMKa CITyxO0.

Tema 4.3 Hacrpoiika cereBbIX cJyx0 Linux (2 yaca)

Copnep:xanune Tembl: Ifconfig u dheped. Onpenenenune nomena m DNS-
cepsepa. Pabota ¢ FTP, SMTP. Iptables.

Tema 4.4 IIpoBepka paGoTocnOCOOHOCTH HACTPOEHHBIX cay:k0. Iouck u
yCTPaHeHHe HeuclpaBHocTei (2 yaca)

Conep:xanme Tembl: IIpoBepka pabGOTOCIIOCOOHOCTH  CETH  IIpH
HAaCTPOEHHBIX CIIyX0ax. YcTpaHeHHe OCHOBHBIX OIIMOOK NpU KOH(UIYPaALHH.
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Paspen 5  Kondurypaumus  cayxObl  karasoros. CosgaHue
noJib30BaTeJied W rpynn noab3oBarteseii. Peannsanusi rpynnoBbIx noJdTHK
(6 vacoB)

Tema 5.1 Beenenue B cay:k0b1 kKaTtasnoros. OcHoBHbIE OHATHSA (2 yaca)

Conep:xanme Tembl: OOBSICHEHHE MOHATHUS CIYyXOBl  KaTaJOrOB.
ITone30BaTeny u rpymiel Nojas30Baresel. [TonuTukuy.

Tema 5.2 HacTpotika cay:k0b1 kaTajoros aas Linux (2 yaca)

Copepxanue Tembr: Osnakomienne ¢ LDAP. OcHOBHbIE MOMEHTHI HpH
pabote c slapd. Ctpykrypa LDIF oaiinos. Ilepponauanshas KOHQUrypamus Ipu
yctaHoBke LDAP.

Tema 5.3 Hacrpoiika cay:x0bl katanoroe B Windows Server 2019 (2
yaca)

Coneprxkanune Tembl: YcraHoBka Active Directory (AD). IlepsonauanpHas
KoHGurypamus AD.

Pasnen 6 Ctparerusi aBToMaTH3auuu paGoT B ONepPalHOHHBLIX CHCTEMAX
(6 vacoB)

Tema 6.1 Crparernss aBTOMaTH3aUMd paboT B ONEPANMOHHBIX
cucremax. (2 yaca)

Conepxanne TeMbl: ABTOMATH3alMs  pasiMYHBEIX IIPOLIECCOB B
OIIEPALlMOHHBIX CUCTEMaX Pa3HBIX CEMEICTB.

Tema 6.2 Hanucanue CKpHNTOB, MO3BOJSIOMIMX YIPOCTHTHL pabGoTy B
ONnepamHOHHBIX CHCcTeMax (2 yaca)

Conepkanne tembl: Hanmcanme ckpunros bash. Hamucanue ckxpunros
Powershell.

Tema 6.3 IlnanupoBanue npoueccos 115 apToMaTusamuu (2 4aca)

Coaep:kanne Tembl: BpiOop mpomeccoB, MOIEKAlUX aBTOMATH3AlUU.
[InanupoBanue paciycaHus BBIIIOJHEHUS aBTOMATHYECKUX IPOLECCOB.

Pazpnea 7 Peanmsanusi cay0 H NPOTOKOJNIOB YAAJEHHOrO OCTYyNA.
IenTp cepruduxanum (6 yacos)

Tema 7.1 Yppanennsiii goctyn. IIpoTokosibl, peainsyromue yaaaeHHbI
poctyn (2 yaca)

Conepxanne Tembl: IloHATHEe ymameHHoro mocryma. Peanmzanus
yJaJIEeHHOTO JOCTYIIA C IIOMOILBIO IPOTOKOJIOB M UX OITHCAHHE.

Tema 7.2  Peanmsaumsi  ynanenHoro  gocryma.  Hacrpoiika
ayreHTH¢UKanum (2 yaca)

Conepxanne Tembl: YIaleHHBIH NOCTYH C HCIOJNB30BAHUEM Pa3THYHBIX
IPOTOKOJOB: ssh, rdp u npyrue.

Tema 7.3 IlenTp cepruduxanuu (2 yaca)

Copep:xanme Tembl: Hactpoiika uentpa cepruduxauun. CozgaHue wu
pacchlIKa cepTU(GUKATOB MEXKIY KIHMEHTAMH.
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Pasgen 8 Konpurypauus VPN. Peanusaums 3amuThl JOCTYNA K CETH
(10 yacos)

Tema 8.1 Texnonoruss VPN. Buasl VPN (2 yaca)

Conep:kanue Tembl: Yto Takoe VPN © rie OHa HCIOIB3YETCH.
CywectByromue Buasl VPN.

Tema 8.2 Peanuzauuss VPN cepBepa B onepaumnonnoii cucreme Linux (2
yaca)

Conepxanne Tembi: Hactpoiika VPN-cepsepa ma mpumepe OpenVPN B
Debian.

Tema 8.3 Peanuzanua VPN nust Windows Server 2019 (2 gaca)

Conepxanne Tembl: Hactpoiika VPN ¢ ucmons3oBaHHeM BCTPOEHHEBIX
CITyX0.

Tema 8.4 IIporpammsbl VPN-kiinenTa (2 yaca)

Copep:xanue Tembl: HacTpoiika KIMEHTCKOTO MPOrpaMMHOTO 00ecreYeHus
I7st pabotsl yepe3 VPN.

Tema 8.5 Pazauuna mexay Buaamu VPN. Pazunua Hacrpoiiku VPN-
cepBepa (2 yaca)

Conepxxanne Ttembl: Omnucanve BuaoB VPN 18 HCOONB30BaHUS B
KOHKDPETHBIX yclaoBusAX. Pasnuune B Hactpoiike VPN-cepBepa B 3aBUCHMOCTH OT
UCIIOJIB3YEMOI0 IPOrPaMMHOr0 00ecIeueHus.

Paznen 9 Web-cepBep. Opranuzanus qocryna K riodajbHbIM cersm (8
4acoB)

Tema 9.1 Web-cepBep. OcHoBHbIe mOHATHS (2 Yaca)

Coaep:xxanue Tembl: Uro Takoe Web-cepBep W Kakue BapHaHTEl €ro
pealli3alyy CyIEeCTBYIOT.

Tema 9.2Y cranoska Web-cepsep. ba3oBas koudurypauus (2 yaca)

Conep:xanue Tembl: YcraHoBka Web-cepBepa Ha Windows Server 2019.
bazoBas koHurypamus. VYcranoBka Web-cepepa Ha Debian. Baszosas
KOHGUTypaLys.

Tema 9.3 Pacuupennas xongurypauus Web-cepgep (2 yaca)

Copep:xanune Tembl: Pacmupennas kondurypauus Web-cepsepa.

Tema 9.4 Opranuzanust 1o0cTyna K rj100ajabHbIM ceTsiM (2 Yaca)

Conepxxanue Tembl: Opranusanysi JOCTyIa K II00ATBHBIM CETSIM B Pa3HBIX
OIlEpallIOHHBIX CHCTEMAX.

Onucanne NPAaKTHKO-OPHEHTHPOBAHHBIX 3aJJaHUM U KelCoB

Homep HanmeHoBaHHe NPaKTHYECKOI0O Onucanue
TeMbl/MOaYJIsl 3aHATHS
YcranoBka ESXi 6.0. | 3anuce obpaza ESXi Ha
1.2 IlepBoHauanpHas HACTpOMKa. | BHEIUHUM  HAKOIUTEb.
[Topxmrouenue k ESXi uepes| YcranoBka Ha cepgep.
VMWare ninm Be6-unTepdeiic. IlogxroueHue K
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ycraHoBieHHoMy ESXi c
IIOMOILIBIO

CIEeLMAIU3UPOBAHHOT O
IIPOrpaMMHOTO
obecrieyeHuss wWid BeO-
Opay3zepa.

1.3 IlonroroBska KOMIIbIOTEpa K | Hactpoiika kommbproTepa
pa3BepTHIBAHUIO BUPTYalbHBIX | IS JaJIbHEUIed paboTel
mammH.  Hyper-V.  Hacrpoiika | ¢ BUPTyaIu3alUEn.
IapamMeTpOB. Bxmroyenue CITy>XOBI

Hyper-V. Hactpoiika
OCHOBHBIX  IIapaMeTpPOB
s Hyper-V.

1.4 HobaBnenne BUpTyanpHbIX MamuH | Co3maHue BHUPTYaIbHBIX
B ESXi. [loaroroBka Kk ganpHeiineii | MaliH B ESXi.
KOHUTypanuu onepanuoHHbIX | [loaroroBka o0pa3oB
CHCTEM. CHCTEMBI M UX 3arpy3ka B

datastore mis YIIPOILEHUS
JalbHEeNIIero
oOpaleHus.

2.2 Kondurypauus 6a30BeIx ciayx0, | Ycranoska
yCTaHOBKa YTHIIUT IUIs | OTIEpAallMOHHOM CHCTEMBI
ornepauroHHON cucteMbl Debian. Debian. Bazosas

KOH(Urypauus BO BpeMs
U TOoCIe  yCTaHOBKH.
YcTaHOBKa ~ OCHOBHBIX
IIpOIrpaMM C TOMOIIBIO
apt.

2.4 Kondurypauus 6a30BeIx ciyxO0, | Ycranoska
yCTaHOBKaA YTHIIAT IJId | OIIEpallMOHHON CHCTEMBI
onepauroHHoi cuctemsl CentOS. CentOS. bazoBas

KOHQUTrypalus BO BpeMs
U IOCIHe  YCTaHOBKH.
YcraHoBka OCHOBHBIX
IIpOrpaMM C IIOMOIIBIO
apt.

3.2 YcTaHOBKa ONEpPallMOHHOM CUCTEMEBI | Y CTaHOBKa
Windows  Server 2019  Ha | omepandOHHON CHCTEMBI
BUpTyanbHyto MamuHy. bazosas | Windows Server 2019.
KOHGUTypauus cepeepa. bazoBas koH¢urypanus

ceppepa BO BpeMs U
IIOCJI€ YCTaHOBKHU.
3.3 YcTaHOBKa ONEPallMOHHOM CHCTeMEBI | Y CTaHOBKa

Windows 10. bazoBas

OHepaHHOHHOﬁ CHCTEMBbI
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KOHGUrypauus KIMeHTa.

Windows 10. bazoBas
KOH(Urypauus BO BpeMs
Y 1I0CJIe YCTaHOBKH.

4.2

Hactpoiika CETEBBIX CITy X0

Windows Server.

YcraHoBka Ha cepBepa
poJei: DNS-cepsep,
JlomeHHBIE CITYKOBI
Active Directory, DHCP-
cepsep. Hactpoiika
obpatHoit 30HBI DNS.
Hacrpoiika DHCP-
cepBepa.

43

Hactpotika ceteBbix cimyx6 Linux.

¥YcranoBka dhcped.
Pabora ¢ DNSresponder,
NetworkManager.

4.4

IIpoBepka paboTocrocoOHOCTH
HaCTpOeHHBIX ciyx0. Ilomck
yCTpaHeHHe HeMCIPaBHOCTEH.

IIpoBepka
paboTocriocobHOCTH
HaCTPOECHHBIX cIyxO0.
Ilouck wu ycrpaHeHue
HEUCIPaBHOCTE,
IIOSIBUBLLIUXCS B
rporecce HaCTPOMKHU
CITy k0.

5.2

HacTtpoiika ciayk0bl KaTaioros mjs
Linux.

VYcraHoBka
HEOOXOOUMBIX  IIaKeTOB
i1 LDAP u  Samba.
Hactporika
KOHGUTYpaLlMOHHBIX
GaiiioB..

53

Hactpoiika ciy>kObl KaTaJloroB B
Windows Server 2019.

VYcranoBka ponu
KOHTpOJIIEpa JIOMEHa.
Hacrpoiika noMeHa.

6.2

Hamnucanue CKPHIITOB,
IIO3BOJISIIOIIMX YIIPOCTUTH paboTy B
OllepalliOHHBIX CUCTEMaX.

Hanucanue ckpunta s
yrpoueHuss paboTel Co
ciyx0aMu KaTaJoros.

6.3

IInanupoBaHue  IpPOLECCOB
aBTOMAaTU3aLUH.

U1

Bribop mnpoueccoB ans
aBTOMAaTH3allHH.
Hanmcanue CKpUIITOB
IS peanuzanuu
aBTOMATH3ALIHH.

[

Peanuzanus yIoaleHHOro IOCTYyIa.
Hactpoiika ayTeHTuQUKaniy.

Kondwurypauus: ssh, rdp.
YcranoBka ponu
yIJIEHHOT'O TOCTYTIA.

7.3

LlenTp cepTuduranuy.

YcranoBka LIEHTpa
cepTU(UKaAIUY.
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YcraHoBka CITY K0
CepTH(HUKATOB Active
Directory.
8.2 Peamuzanuss VPN cepBepa B | Hactpoiika PPTP
ornepauuoHHou cucteme Linux. cepsepa. Hactpoiika
OpenVPN.
83 Peamuzanmuss VPN s Windows | YceranoBka Direct Access
Server 2019. u VPN. Hacrpoiika
MapuIpyTU3auU 17§
yIaJIE€HHOr0 TOCTyIa.
8.5 Pazmuuus Mexny Bumamu VPN. | CpaBHeHue peanuzalidu
Pasnuna nactpoiiku VPN-cepBepa. | VPN-coenuueHui.
IIpocmotp pa3nu4ui
VPN-cepBepos.
9.2 VYcranoBka Web-cepBep. bazomas | Hactpoiika Apache
KOH(DUTypanus. u/mmu  nginx. bazosas
HacTpoiKa
KOH(QUTYpallMOHHBIX
daiinos.
9.3 Pacmupennas xondurypamnus Web- | Paciumpennas
cepBep. KOHUrypamms e
YCTaHOBKOM
TOTIOJIHUTENBHBIX
napaMeTpoB ISl web-
cepBepa.
9.4 Opranuzauus JOCTyna K | Opranuzauuss  Jocryma
I100aBHBIM CETSIM web-cepBepa K

[JIO0AIBHBIM CETSM.
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8.0ueHouHbIe MaTepuaabl N0 00pa30BaTEIbLHOM NPOrpaMme
8.1. Bonnpochl TeCTHPOBaHHUS O MOAYJIAM

Ne Bonpocsl Bonpocsi Bonpock! uTorosoro

Moy st BXOJXHOIO NPOMEKYTOYHOI0 TeCTHPOBaHUS
TeCTHPOBAaHUS TeCTHPOBaHMUS

1.1 Buptyanuzanus. | 1. Yro Takoe | 1. Yro TaxKoe
3HaKOMCTBO  C | BUPTyaJu3alus? BUPTYaTH3aLUs?
IIpOrpaMMOM 2. B gyeMm | 2. 3ayeM HeoOXO0IUMO
VMWare IPEeNMYILIEeCTBO BKIIIOYEHUE CITYXKOBI
Workstation Pro | ucronpzoBanus Hyper-V?

15. Bxmrodenue | BUPTYaIbHbBIX MAIIUH?
Hyper-V. 3. Kaxkue
O0COOEHHOCTH pu
pabote C
CIeLUAU3UPOBAHHBIMU
IIporpaMMaMu?
4. Kax ycraHoBuTh
VMWare?
5. Kak  BkmoyuTh
cnyx0y Hyper-V?

2.1 Hctopus Linux. | 1. Kakas cucrema | 1. Kakum obpazom
OcHoBHBIE Jerja  IOJ  OCHOBY | YyCTaHABIMBAIOTCS IAKETHI
KoMaHael A | Linux? NPUITIOKEHU N B
ONlepallMOHHBIX | 2. Kakoll mnpuHUIMII | OTIEpallMOHHOW  CHCTEME
CUCTEM UCTIONIB3YIOT Debian?
ceMeiicTaa mucTpubyTuBsl Linux? | 2. Kak MOXHO yka3arh
Linux. 3. Yro JeNaeT | mpaBa Ha Galinbl  WIH

KoMaHza 1s? nanku?
4. C IIOMOIIIBIO

KaKoH KOMaHJbI MOXXHO

HalTH daitn C
OIpeeIeHHBIM

Ha3BaHUEM?

D Kaxk co3aaTh

HanKy C
OIlpeeNeHHBIMU

npaBamMu?

3.1 3HakomMcTBO C | 1. Kakas cucrema | 1. Cynepnonbs3oBareinb
CEMENHCTBOM Jerjga  IoA  OCHOBY | 3TO?
onepanuoHHbx | Linux? s Kax 3aaroTCA
CUCTEM 2. Kakoil npuHIMII | TOJNHEIE IpaBa A MaKu?
Windows. HCIIONIB3YIOT
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Otnnyus IucTpuOyTHBEI Linux?

Windows 10 ot | 3. Yro nenaeT

Windows Server | komanna Is?

2019. bazosrle | 4. C IIOMOIIBIO

CITYKOBI. KaKoW KOMaHIbl MOYHO
HaWTH dain c
oIpeieIeHHbIM
Ha3BaHUEM?
5. Kak co31aTh
nanKy C
onpeeneHHbIMI
IIpaBamu?

4.1 CerteBas 1. Yro Ttakoe ip| 1. Kak HactpauBaercs
KOHurypauus | aapec? DHCP-cepBep Ha
Windows. 3. Uro takoe | Windows Server 2019?
CereBas DHCP? 2.  Kak HactpamBaetcs
xoHburypanmusa | 3.  [lng gero uyxen | DHCP-cepsep na Debian?
Linux cucrem. | DNS?

4. C IIOMOIIBIO
Kakoro ¢aiina MOXKHO
peaKTHpOBaTh
CEeTEeBbI€ HACTPOUKU B
Debian?

5. Kaxk 3a1aTh
CTaTHUYECKHid ip ampec
s Windows?

5.1 Bsenenue B|1l. Uro Ttakoe cmyxo6a | 1. Yro Takoe nomeH?
CILyXOBI KaTajioros? 2. Kakue ciyx0Bl MOXHO
KaTaJIOT'OB. 2. Yo 3HaYuT JOMEH? | HACTPOWTH I
OcHoBHEBIE 3. Kakue BUABI CIIy>XOBI | B3aUMOIEHCTBHUS C
TOHATHS. KaTajioroB JOMEHOM?

UCIIONIB3YIOTCS
Hauboee yacTo?

4. Yro TaKoe
IpynnoBasi MOJIUTHKA?
5. B yeM
IIpeuMYyIIecTBa
UCIIOJIb30BaHUS
CITy>KOBI KaTaJIOrOB?

7.1 V naneHHEbIA 1. Yro TakKoe

JOOCTYII. yIaJeHHBIA JOCTyM?
IIpoToxousl, 2. Yo Takoe ssh?
peamusyrome | 3. Kak peanuzoBath

yAaJI€eHHBIH RDP?

22



JOCTYII.

8.1 Texnomorus 1. Yro Takoe VPN? 1. Yro Takoe VPN?

VPN. Bune! | 2. Kakue Bumer VPN | 2. Kak yCTpOeHa
VPN. CYILLIECTBYIOT? TexHonorus VPN?

3. Kak HacTpouTh

xirenta VPN?

9.1 Web-cepsep. 1. Yro takoe Web-|1. Kakx HacTpauBaroTcs
OcHoBHBIE cepBep? CTpaHHMIBl OMMOOK IS
IIOHSTHS. 2. Kakme peanuzanuu | nginx?

web-cepBepa 2. Kax HacTpauBaroTcs
CYLUECTBYIOT? CTpPaHMLIBl OUIMOOK ISt
3. Yro Takoe nginx? apache?
4. Yro Takoe apache?

8.2. Onucanue mnoka3aTejeii H KpHTepUEB OLUEHHBAHHSA, IIKAJbI

OlleHHBaHHS

IIpy ycBOEHMM KaXIOM TeMBI 3a TEKYIIYI0 YyYeOHYIO IeATelbHOCTE

CJIyaaTejsd BBICTABIAIOTCA OLICHKH IIO 4-0ayyIbHOM IIKalIe. OI.[CHKa 3a KaXIJo€
3aaHye€ B IIpoLecce TCK}’H_IGI;‘I yqe6Hoﬁ ACATEIIBHOCTH ONPEOCIACTCA Ha OCHOBE
IIPOLUCHTHOI'O OTHOLICHUA onepaunﬁ, IIpaBUJIBHO BBIIIOJHEHHBIX CIIyIOATEJIEM BO
BPE€M: BBIIIOJIHECHHAA 3aJaHUA .

90-100 % — «5»,
75-89 % — «4»,
60-74 % — «3»,
MmeHee 60 % — «2».

8.3. Ilpumepbl KOHTPOJIBHBIX 3aJaHU

oOpa3oBaTeIbHOH MporpamMmme

Mo MOAYJSAM MJM BCeH

KonTpoabsHoe 3aganue no Beeil 00pa3oBaTejibLHOM nporpaMmme

Ne 3anmanue MakcuManbHbIN Bec
BBIIIOJIHEHHOT'O 3a/JaHUS
1 | Onucate NOogpOOGHBINA IPOLIECC YCTAHOBKU 5%
BUPTyaIpHOM MamuHsl Ha ESX.
2 | YcTaHOBUTH BBIOPaHHYIO OTIEPAIIOHHYIO 5%
CHUCTEMY Ha BUPTYAJIbHYIO MAIIUHY C
no0aBleHUeM JAOMOTHUTEIBHBIX CETEBRIX
aJanTepoB.
3 | Hactpouts DNS u IP-anpec Ha BUpTyanpHOU 10%

MallliHe C YCTaHOBJIEHHOH OlepaloOHHOM
cucremoit CentOS.
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VYceranosuts cyx6s1 DHCP, DNS, IIS Ha
BUPTYaAIbHYIO MaIlIMHY C YCTaHOBJIEHHOMH

onepamnuonHoi cucremoit Windows Server
2019.

10%

Hactpoutrs DHCP o6nacts Ha BUPTYaIbHOM
MalllMHE C YCTaHOBJIEHHOU OnepalioHHOM
cuctemorr Windows Server 2019.

10%

VY cTaHOBUTH OB KOHTpOJUIEpa IOMEeHa Ha
BUPTYaJIbHYIO MallIMHY C YCTaHOBJICHHOMN
onepanuoHHoi cucremoil. Hactpouts Active
Directory Ha cCBO€ YCMOTpEHHe.

20%

Omnucate npouecc HaCTPONKHU CITyKOBI
katainoroB LDAP.

15%

AKTHUBHpPOBATh yAaJICHHBIH JOCTYII K
BUPTYaJIbHBIM MaIIHAM C IIOMOILBIO
BBIOpPaHHBIX POTOKOJIOB.

15%

Omnmucats npouecc HacTpoiiku VPN-cepBepa ¢
ucnons3zoBanueM OpenServer mis Linux-
CHCTEM.

5%

10.

Onwucate paznuuus nginx u apache.

5%

Hrtoro makcuManpHas OII€HKAa 3a BBIIIOJIHEHUE

100%

8.4. TecTbl 7| o0yyarmue 3agaqu
NPaKTHKOOPHEHTHPOBaHHbIe (POPMBI 3aJaHUI

(keiicobl),

HHbIE

Ne

Popma 3aganns ®opmyaupoBKa

Keiic

Windows 10.

YCTaHOBUTh oOmNepalMOHHYI cucteMy Windows
Server 2019, HacTPOUTH Ha HEM CIIy’k0y KaTalOroB U
yKa3aTh poJb KOHTpoOJUIepa JIOMEHa.
CKPUIIT MJIi CO3JaHus OOJBIIOr0 KOJHUYEeCTBa
[IOJIb30BaTeNell B OIpeaeleHHBIX
nons3oBareneil. IIpoBeputh pPaboOTOCIIOCOOHOCTH
IIOMEHa Ha BUPTYaJIbHON MalllHE C yCTaHOBJIEHHBIM

Hamucate

CIy’)KOBl ~ yJAJEHHOr0  JIOCTYIa

17§
paboToCOCOOHOCTh € MOMOLIBIO
MallMHEI ¢ yctaHoBleHHBIM Windows 10.

YcTaHOBUTH onepauroHHyo cucteMy Debian 10 unm
CentOS 8. Hactpouts ceteBble ciryx0b1. HacTpouTs

IIPOBEPUTH
BUPTYaJIbHOU

8.5. Onncanue npouenypbl OLEHNBAHHS Pe3yAbTATOB 00yYeHUs
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Ilponemypa oOLEHMBaHUS pe3yabTaTOB OOyuYeHHs  3aKII04YaeTcs B
BBIIIOJTHEHUY KOHTPOJIbHOH HMTOroBod paGoTbl M BBINOJHEHHS BbLIOPAHHOIO
Keilica. IIpoBepka Keiica OCYIIECTBIISIETCS B IUCTaHIMOHHOM
aBTOMAaTU3UPOBAHHOM dopmare G HCIIOJIb30BaHUEM 000pyIOBaHUA
00pa3zoBaTeNbHON OpraHu3aliy.

9. Oprann3anHoOHHO-NearornyecKue ycaoBHS peajM3anuu
HporpaMMblI
9.1. KagpoBoe o0ecneyenune nporpaMMbI
Ne | damuaus, Mecto Cceblikn ®doT1o B OtTMmeTka o
/ uMms, OCHOBHOIA Ha BeO- | ¢opmare jpeg | MOJy4eHHOM
" 0T4eCTBO padoTsl U CTPaHHUIbI COrJIACHM Ha
. (npu AOJIZKHOCTb, c 00paboTKy
HaJIMYHH) ydeHast noptdoan NepPCOHAJILH
CTeneHb U o (nmpmu bIX TaHHBIX
y4eHoe HAJIMYMH)

3BaHue (npHu
HAJIHUYHN)

1 | IlnoTHHMKOBA rocyIapCTBEHHOE
FOmus aBTOHOMHOE
AJeKkcaHapoB | MpodecCHOHATBH
Ha oe
obpa3zoBarepHOE
yUpeXIeHUE
«OpenOyprexuii
KOJLIE UK
OKOHOMHKH H
HH(DOPMATHKH Y,
IperoIaBaTelb

9.2. VYueOHO-MeTOOMuYecKoe oOecneyeHHe W  HHpOPMALHOHHOE
CONpPOBOKAEHHE

Y4eOHO-MeTOAUYECKHE MAaTePHAJIbI

Mertonsl, popmbl U MeTtoan4eckne pa3paboTKu,
TeXHOJIOTHH MaTepHaJbl Kypca, yueOHasi JIuTepaTypa
[IpoeKTHBI MmeTof; | bapanunkoB A W.Opranuzanus CETEBOI0
TEXHOJIOTMM HMMUTALMOHHOTO | aAIMUHUCTPUPOBAHUS: y4eOHHK / AN.
MOJIeJIMPOBAaHUs; bapanuukos, I1.A. bapanuukos, A.}O. I'pomoB. —
MOJEH nouckosoro | M. : KYPC, HALl MTH®PA-M, 2018. — 384 ¢. —
o0yueHus (Cpennee npodeccroHalbHOE 00pa3oBaHue). —
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Pexum JOCTyma:
http://znanium.com/catalog/product/961
Omnepannonnsie cucremsl. OcHoBel UNIX : yueb6.
nocobue / A.b. Baspentok, O.K. Kypsiera, C.B.
Kyrenos, B.B. Makapo. — M. : MH®PA-M,
2019. — 160 c. + domn. maTepuainsl [DIeKTPOHHBIIH
pecypc]. — (Cpemnee mpodeccroHaTBHOE
obpazoBaHue). - ; Pexxum JOCTyna:
http://www.znanium.com/catalog/product/1018904
VYunesam P. Cranek. Microsoft Windows Server®
2012 R2: xpanenue, 0e30IaCHOCTh, CETEBEIE
KOMIIOHeHTHl. CIpaBOYHHMK  aJIMHHHUCTpaTOpa.
Pycckas Penakius. 2015.- 416¢

Mapk Mpunacu, Kpuctuan Byc u ap. Windows
Server 2012 R2. IlonHoe pykoBoactBo. Tom 2.
JIMCTaHIMOHHOE aJIMUHHUCTPUPOBaHUE, YCTAaHOBKA
cpensl ¢ HECKOJIbKIUMU JOMEHaMH,
BUPTyalIH3allys, MOHHUTOPHHI M OOCITy>XUBaHUE
cepBepa. - Bunbsimc. — 2014.- 864c.

Heiiten, I'. BeeneHue B oneparioHHBIE CHCTEMEBI
UNIX, VAX, CP/M, MVS, VM /T. Jleiiten. - M.:
Mup, 2019. - 758 ¢

Hertsapes, E.K. Beenenue B UNIX / E.K.
Hertspes. - M.: Ilamsats, 2018. - 130 c.

[IpoekTHBIH METO/I;
TEXHOJIOTUM HMHTAIIIOHHOTO
MOJIETTUPOBaHMUS,

MOJeNu IIOMCKOBOTO
o0yuyeHus

[Iporpamma obecneynBaeTcs y4eOHO-
METOAUYECKUM MaTepuajaMd II0 BCEM Yy4YeOHBIM
MOMYJISIM, BKITFOYAIOIIKIM:

TEKCTOBbIE M IPE3eHTALMOHHBIE MaTepHalbl IIO
MOIYJIO;  3aJaHusd Ui ayAUTOPHOH U
CaMOCTOSITEIBHOM pabOTHl; OILIEHOYHBIE CpPEeICTBa
JUIsL UTOTOBOM aTTECTallUM; Y4eOHO-METOIHYECKIE
MaTepHuanbl IS U3yUYeHHS.

NudopmannonHoe conpoBo:KkIeHHE

DNeKTpOHHEIE
MH(QOpPMalMOHHBIE PECYPCHI

ITonnoe pykoBoactBo mo Windows Server
2019 — Pexxum IOCTyTIa:
https://info.microsoft.com/ww-landing-
ultimate-guide-to-windows-server-

Hoxymenranuss no CentOS — Pexum
IOCTyTa:
https://centos.name/?page/documentation
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HacroneHas xHMra agMuHHCTpaTOopa —
Pexum JOCTYyTIA:
https://www.debian.org/doc/manuals/debia
n-handbook/

9.3. MaTepuanbHO-TeXHHYECKHE YCJIOBUS Peaju3alMu POrPaMMbI

Bun zaustuit

HaumenoBanue o6opynoBaHus,

IIPOrPaMMHOTO OOeceYeHus

Jleknsa

APM B cocTtaBe: CUCTeMHEBIHN 610K (15
9500 3.00 I'Tu 9 Mb/B360/2*8 I'b
2666 MIn DDR4/250 T'b M.2
SSD/2LAN/300 Bt), monutop Dell
P2419H, xnaBuarypa Logitech K120,
Mbib Logitech B100;

—  JMLUEH3UOHHOE  IIPOrpaMMHOE
obecnieuenue: OC Windows 10.

[IpakTryeckoe 3aHATHE

— cepep Fujitsu PRIMERGY
RX2530 M5 8x2.5 (2*Xeon Silver
4210 2.20 I'Tu/8*16 I'b 2Rx8 DDR4-
2933 RECC/5*480 I'b SATA SSD
RI/240 TIb SSD M.2 for
VMware/RAID EP5201/2*800
Bt/Rail/ARM/3y OS, 24x7, 4h);

— cepeep Fujitsu PRIMERGY
RX2530 M5 4x2.5 (2*Xeon Gold
5218 230 ITw/12*32 I'b 2Rx8
DDR4-2933 RECC/2*240 I'b SSD
M.2 for Vmware/4*10 I'6 OCP SFP+
LAN/2*800 Brt/Rail/ARM/3y OS,
24x7, 4h);

— CXJ Fujitsu ETERNUS DX200
12x3.5 (32 RAM/9*4 Tb NL SAS
HDD/Rail/ARM/3y OS, 24x7, 4h),

— APM B cocrtaBe: CHCTeMHEBIH 0JIOK
(159500 3.00 I'Ty 9 MB/B360/2*8 T'b
2666 MI'n DDR4/250 Tb M.2
SSD/2LLAN/300 Bt), wmonwutop Dell
P2419H, xnaBuarypa Logitech K120,
Mbis Logitech B100;

—  JIMIEH3MOHHOE  INPOrpaMMHOe
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obecneyenne: OC Windows 10,
Windows Server 2019; OC Debian
10, CentOS 8; VMware 6.0,
VMWorkstation Pro 15.
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III. ITacnopT KOoMneTeH N i
ITACITOPT KOMIIETEHILIA

HauMeHoBaHME [ONOTHUTENBHON NpPOGEeCCHOHAIBHON 00pa3oBaTebHOMN
nporpaMMbl  DoBblIeHUs KkBamupukauuu: «Hacrpoiika, oOHOBJieHHEe H
KOH(pUIrypalus oNepaluoOHHBIX CHCTEM

HavmenoBanue Opra”u3anuy, peanu3yroLei JOTIOJTHUTENBHYIO
npodeccCHOHabHYI0 00pa30BaTeNbHYIO0 IPOrpaMMy IOBBIIICHHS KBaJH(QUKALNH:
rocyJapcTBeHHOE€  AaBTOHOMHOe mpodeccHOHATBLHOE  00pa3oBaTebLHOE
yupesxxkaenne «OpeHOyprekmii Kos1e1K SJKOHOMUKH U HHpOPMATHKI»

1 HaumenoBanue AIMUHHUCTPUpPOBaHUE JIOKAIBHBIX BBIYHCIUTEIBHBIX
KOMITETEHLIUU CeTed U INPUHATHUE MEp MO YCTPAHEHWIO BO3MOXKHBIX
cboeB
2 VYkazanue tuna | [IpodeccuonanpHas
KOMITETEHLIUU
3 Onpenenenue, Ilox xoMmeTeHUUEH NOHUMAETCS YMEHUE ONMTHUMAIbHO
colep KaHue U | aAMUHUCTPUPOBATh JIOKAJIBHYIO  BBIUHUCIUTEIHHYIO
OCHOBHBIE CeTb C IIOMOLIBIO CEpPBHUCOB U CIy)X0, a Takxke
CYILLIHOCTHBIE IIPUHUMATh MEpHI IO YCTPaHEHUIO0 BO3MOXKHBIX cO0EB C
XapaKTEPUCTUKHU IIOMOILBIO BCTPOCHHBIX YTHIIUT ONEPALIMOHHBIX CUCTEM
KOMIIETEHLIUU
4 | Jeckpumnrop VYpoBHH WHnukaTopsl
3HaHWM, yMEHUI U | COOPMUPOBAHHOCTH
HaBBIKOB o KOMITIETEHIIH
YPOBHSIM oOyyaronierocs
‘ HaganpHb1it 3HaerT:
YPOBEHb —  OCHOBHBIE  HampaBlIeHUs
aIMHUHUCTPUPOBAHUS
KOMITBIOTEPHBIX CETEH
YwMmeer:
— aAMUHUCTPUPOBATH
JOKaJbHbIE  BBIYUCIUTEIbHBIE
CeTH
Brnaneer HaBBIKaMu:
— YCTaHOBKM U HACTPOHKHU
onepanoHHON CUCTEMBI
cepBepa U pabouux CTaHIUH
Windows;
ba30BEIil ypoBEeHb 3HaerT:
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—  OCHOBHBIE  HaIlpaBIICHHUS
aIMUHUCTPUPOBAHUS
KOMIIBIOTEPHBIX CETEM;

— CcmocoObl  YCTaHOBKH U
yIPaBIE€HUS CEPBEPOM.

YwMmeer:

— aIMUHHUCTPUPOBATH
JIOKaJbHblE€  BBIYUCIHUTENIbHBIE
CeTH; CO3JaBaTh U
KOH(QUTYPHPOBATH y4eTHbIe
3aIUCH OTJEJIbHBIX
IOJIb30BaTeNei u
MIOJIB30BATENBCKUX TPYIIIL.
Braneer HaBbIKamMu:

— YCTaHOBKM M HACTpoOiKa
olepanroHHON CHUCTEMBI
cepBepa W pabOYUX CTaHITUH
Windows.

IIponBuHyTHIM

3HaerT:

—  OCHOBHBIE  HampaBJIEHUS
aJIMUHUCTPUPOBAHHS
KOMITBIOTEPHBIX CETEH;

—  CIOCOOBI  yCTaHOBKH M
yIpaBlIeHUs] CEPBEPOM.

Vmeer:

- aIMUHUCTPUPOBATH
JIOKAJbHBIE  BBIYHCIIMTEIbHBIE
CeTH;

- co31aBaTh U
KOH(MUTYPHUPOBATH y4eTHBIE
3aIIMCH OTIEIBHBIX
II0JIb30BaTeNel U
II0JIB30BATEIbCKUX Py
Bnaneer HaBBIKAMU:

— YCTaHOBKM Y HACTPOHKHU
OTepaluOHHON CHCTEMBEI
cepBepa M pabOYMX CTaHIMHA
Windows;

— HaCTPOMKH CITy»O KaTaJoros,
— HACTPOUKHU CETEBBIX CIYXKOBI.

[TpodeccronanbHBI
"

3HaerT:

—  OCHOBHBIE  HaIpaBJICHUS
aIMUHUCTPUPOBAHUS
KOMIBIOTEPHBIX CETeH;
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— cnocoObl  YCTaHOBKH U
yIpaBJeHUsI CEPBEPOM.

VMmeer:

— aIMUHUCTPUPOBATH
JIOKaJbHBIE  BBIYMCIUTEIbHBIE
CETH;

- cO3/1aBaTh 51
KOH(UTYypUpPOBAThH y4eTHbIe
F:190% (0 OTIIEJIbHBIX
IoJb30BaTenei u
MIOJI30BaTENBCKUX TPYIIII
Brageet HaBpIKaMu:

— YCTaHOBKM U HaCTPOHKHU
oIepalioOHHON CHCTEMBI
cepBepa W pabOYMX CTaHIMHA
Windows;

— HACTPOMKH CITy0 KaTaloros;
— HACTPOMKH CETEBBIX CIIYXOBbI;

TUTAaHUPOBAHUS U
pa3BepThIBAaHUS  BUPTYaJIbHBIX
MaIlIiH;

— yIpaBleHHUs pa3BEPTHIBAHUEM
BUPTYaJIbHBIX MAlllUH;

— YCTaHOBKM M  HACTPOWKHU
OnepaloOHHON CHUCTEMBI
cepBepa U pabouux CTaHIUH
Windows.

XapakTepucTUKa
B3aHMOCBSI3U
TaHHOM
KOMIIETEHIIUH C
IpYTUMH
KOMIIETEHIIUSIMU/
HEe00X0IMMOCTh
BJIaJIeHUsl PYTUMH
KOMIIETeHLIUSIMHU
Ui OPMHUPOBAHUS
NaHHOM

®dopmupyeMble KOMIETEHIIUH IIU(YPOBOI IPaMOTHOCTH
B paMKax OCBOGHHS Kypca BKIIO4aeT B ce0s

yIpaBlieHue BUPTYaJIbHBIMU MallliHaAMHA c
ONEpPallMOHHBIMH  CHCTeMaMH ceMeiictBa Linux:
CentOS U Debian, 00BbEIMHEHHBIMUA B

MHQPaCcTPyKTypy C HCHONb30BaHHEM (yHKIMOHAA
MapILIpyTU3aluy, CIyX0 (aiioBbIX cepBepoB, BeO-
CepBHCOB, BKJIIOYas oOeclieyeHHe 3alUIIEeHHOIO
IOCTyNa K JIOKAJIBHBIM U yHaleHHBIM pecypcaMm. Tak
)K€ pacCMaTpUBAIOTCS INPUHLUIBI B3aHMMOACHCTBUA
CepBEpHBIX OIEPALIMOHHBIX CUCTEM ceMeiicTtBa MS

KOMIIETEHIIMH Windows Server B CeTH c IOMEHHOH
UHPPACTPYKTYpOH M  TEXHOJOTHMH  yIpaBICHUS
KJIHeHTaMu Ha 6a3e Active Directory.

CpenctBa 1 | KoHTpOJIBHBEIE BOIPOCHI, KEHCHI

TEXHOJIOTHH

OLIEHKH
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BosmoskHbIe cUeHApHH NPO(eCCHOHANLHON TPAEKTOPMH IPaKIaH IIO

UTOraM  OCBOEHHS
IIPUIIO’KEHUEM )

o0pa3oBaTeNbHOMI

nporpamMmel (B

COOTBETCTBHU C

Ieau moy4yeHns: NnepcoHaNBHOro uuppoBoro ceprudukarTa

Texkywmmuii craTyc

Hean

TpynoyctpoiicTBo

cocTosmui Ha yyere B LleHTpe 3aHsTOCTH

0e3paboTHEIH

0e3pabOoTHBIH 110 COCTOSIHUIO 3[OPOBbS

TPYAOYCTPOEHHBIMN, CAaMO3aHAThIN
(dpunanc)

PaspuTHe KoMneTreHUHi B TeKyweil cepe 3aHaATOCTH

paboTaroluii 1o HaiiMy B OpraHu3aluH,
Ha IpeINpUsITHH

COXpaHE€HHE TCKYIIECro pa6oqer0 MECTa

Pa3BUTHE HpO(beCCI/IOHaJIBHBIX Ka4yeCTB

ITOBBILLICHUE 3apa60TH0171 I1J1aThI

cMeHa paboThI 6e3 u3MeHeHus chepsl
NpodeCCHOHABHOMN NeSTENEHOCTH

BPEMEHHO OTCYTCTBYIOIIHUH Ha pabouem
MecTe (AeKpeT, OTIYCK IO YXOIy 3a
peGeHKOM U 1Ip.)

COXpaHEHHE U PA3BUTHUEC KBaJ'II/I(i)I/IKaI_[I/II/I

Ilepexon B HOBYIO cdepy 3aHATOCTH

OCBOEHHE HOBOU c(heprl 3aHATOCTH

pacliupeHnE Kpyrosopa

OCBOEHHE CMEXHBIX MPOPECCHOHATBHBIX
obnacreit

pacipeHnue npogecCHOHaTbHOM
JesITeIbHOCTH
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